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Collibra Data Access

Frictionless data access, backed
by enterprise-grade control

Traditional access management tools weren't built for granular data security - leaving
teams dependent on slow, manual, ticket-based processes that don't scale. Data
consumers wait days for the data they need, access controls are scattered across
siloed systems and sensitive information remains at constant risk of reaching

the wrong hands.

Collibra Data Access centralizes access provisioning, data masking and policy
enforcement and monitoring in a single interface, eliminating fragmented controls,
reducing manual effort and getting secure, trusted data to the right people faster.
Sensitive datais protected automatically, the right people get access without the wait,
and compliance teams always have the visibility they need to stay in control.

Factsheet

Simplify access without sacrificing control

Let data consumers intuitively request and
receive access, reducing delays and helping
them act on data faster - while data owners
maintain full oversight of every decision

Benefits
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Maintain consistent access across systems [B

Integrate with Okta and Microsoft Entra

ID to define access controls once, enforcing
consistent security across all data sources
and accelerating provisioning.
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Track access provisioning activity

View an audit log for data access provisioning
and monitor data access and usage to maintain
visibility, reduce errors and support compliance.

Limit sensitive data exposure at the source
Apply column-level masking and row-level
filtering so every user sees exactly what data
they need - nothing more, nothing less.


http://collibra.com

Product highlights

Centralized data access management
Eliminate request backlogs

and reduce adminoverhead by
centralizing access provisioning
across Snowflake, Databricks

and BigQuery.

Identity provider integration
Integrate with Okta and Microsoft
EntralD todefine access controls
once with universal users and groups,
enforcing consistent security across
alldata sources.

Granular masking and filtering
Protect sensitive fields and limit
record exposure with column-level
masking and row-level filtering,
automatically applied based
onuser roles or purpose.

Access audit logging

Maintain full visibility into
provisioning activity withan audit
log for dataaccessrequests

and changes.

Factsheet

Attribute-based access controls

Provide theright level of access
through attribute-based access
controls that protect sensitive data
and support regulatory requirements
across your data estate.

Automated policy enforcement

Automatically apply protectionrules
based on data classifications (PIl, PHI
and more), reducing risk and ensuring
consistent data protection without
manual effort.
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Read Permissions for the Finance Analytics Data Product.
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Manage access, enforce protection and maintain oversight across data sources from one centralized location
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Learn more on our website.
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